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Cyber Report Overview

Thank you for your interest in becoming an AIG Cyber insured. This is a report applicants can receive in conjunction with the cyber insurance
application process. This report only illustrates summarized results from AIG’s underwriting assessment of your account based on both the
application you submitted and AIG’s understanding of the cyber risk landscape. If you choose to purchase cyber insurance from AIG, you have
the option to receive a longer, more detailed report that includes benchmarking information and may help you indicate top risk reducing 
controls for your organization.

We look forward to the opportunity to connect you with some of the world’s top cybersecurity, law, and public relations experts to help you
safeguard your organization against sensitive data breaches, computer hacking, employee error, and the unknown. If a claim does occur,
our in-house cyber claims specialists will be ready to assist you. From innovative loss prevention tools to breach resolution, we are dedicated
to help you stay ahead of the curve.

The information presented in this report inherently involves uncertainties and depends on data and factors outside our control. It is also subject to various limitations, including but not limited to the those set
forth under the heading, AIG Cyber Risk Assessment. Actual loss experience may differ materially, and estimates of cost are not nor should they be considered or construed as warranties or guarantees or
financial, accounting, tax or legal advice. The recipient of the report is solely responsible for any actions it undertakes in response to the information presented in this report, and AIG is not liable for any loss or
damage arising from any use of this report or the information therein. AIG is the marketing name for the worldwide property-casualty, life and retirement, and general insurance operations of American
International Group, Inc. For additional information, please visit our website at www.aig.com. All products and services are written or provided by subsidiaries or affiliates of American International Group, Inc.

AIG Insurance Company of Canada is the licensed underwriter of AIG Property Casualty insurance products in Canada. Products or services may not be available in all countries. 
Coverage may not be available in all provinces and territories and  is subject to actual policy language. Non-insurance products and services may be provided by independent third parties. 

© American International Group, Inc. All rights reserved.



Quick Score Summary

Top 5 Risk Scenarios
Rank Risk Scenario

Insider and Privilege Misuse:  Servers and Apps

Denial of Service Attacks:  Servers and Apps

Denial of Service Attack:  Network

Web Application Attacks:  Servers and Apps

Physical Theft and Loss:  End-User Systems
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*Note: Future reports will illustrate trending from 
one annual assessment to the next. Being the first 
assessment, only baseline trend from Implicit 
(Inherent) Risk to Residual Risk is shown.
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Threat Likelihood The likelihood of a malicious or unintended action that may expose one or more weaknesses 
within an organization’s IT ecosystem.

10 6.852 4.588 3.006 1.928 0Very High High Moderate Low Very Low

3.887
Moderate

Residual Risk The remaining combination of threat and impact risk associated with an organization including benefits of 
cybersecurity controls.

046.948 21.053 9.036 3.718100 Very High High Moderate Low Very Low

13.757
Moderate

42.53%
Developing

Cyber Maturity An organization's preparedness against cyber threats and its ability to protect its information assets.

0% 10% 30% 60% 85% 100%Insignificant Nascent Developing Mature Robust

The combination of threat and impact risk 
associated with an organization not including 
benefits of cybersecurity controls.

AIG Cyber Risk Assessment
As part of the underwriting process, AIG assesses cyber risk by utilizing a model that has at its core a patented method for which AIG has a 
license to and which measures and models cyber risk in economic terms. AIG extracts knowledge and insights from numerous datasets and 
client-specific answers (from the AIG underwriting questionnaire) by:

 Measuring threat likelihood monthly from both internal and external sources, and using the updated data in modelling.
 Measuring and modelling business impact and control strength.      
 Concluding residual risk scores, top risk scenarios, control implementation, and prioritized remediation guidance.
 Estimating cyber peril impact, probability, and expected loss ranges.

This report should not be viewed as a complete cyber risk assessment. Subjective answers, provided by the client within the AIG Cyber
Insurance Application, may not be accurate. Due to emerging threats and other changing variables, the accuracy of this report diminishes 
over time. Additionally, impact values and probability values are calculated based on known ranges and representative and statistical curves. 
As such, there is a chance that a client falls outside of the range or curve due to uncertainty.



*Note: In the above chart, 1.0 is the expected risk index value. If a value is greater than 1.0, risk is higher than 
expected. If a value is lower than 1.0, then risk is lower than expected.

This is a measure of the organization’s risk value associated with each of the applicable threat categories 
relative to the expected average risk value for that threat category amongst all organizations. A Risk Index 
greater than 1.00 means an organization is at particular risk from that threat category. A Risk Index could 
be over 1.00 because it’s a heightened threat for that organization’s industry, the business is particularly 
sensitive to the impact of that threat, the organization’s control implementation does not address that 
threat, or a combination of the three. By ranking threats by their Risk Index score from highest to lowest 
and comparing their relative magnitudes, an organization can better understand the threats against them.
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Top 5 Risk Reducing Controls

Rank CIS Critical Security Control

19. Incident Response and Management

17. Security Skills Assessment and Appropriate Training to 

Fill Gaps

13. Data Protection

14. Controlled Access Based on the Need to Know

12. Boundary Defenses
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This is a prioritized listing of the Center for Internet Security’s (CIS) 
Critical Security Controls for Effective Cyber Defense, with the key 
actions that would most reduce the organization’s overall Residual 
Risk score listed first. By implementing those controls which map to 
these key actions, an organization can better improve their Residual 
Risk score. Note that any change in the threat environment may 
re-prioritize these recommendations. 
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