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Incident Simulation Workshop
Are you prepared to efficiently respond to a security incident?

AIG Cyber Risk Consulting’s Incident Simulation Workshop is designed to help you ensure your incident
response (IR) plan will help your organization respond efficiently when a security incident occurs and to
help you better maximize your benefit under your cyber insurance policy with AIG. Services are provided
by our AIG cyber consultants, who average 20+ years of experience in cyber security.

Workshop Preparation
* Client and AIG consultant identify two to three incident types to simulate in the workshop
* AIG consultant reviews existing client IR plan and supporting materials
* Client completes workshop preparation checklist

Workshop Delivery
* Review AIG claims best practices
* Conduct the identified incident simulation exercise tailored to your organization
* Conduct lessons learned discussion and provide feedback

Recommendations

* Final report delivered within 10 business days and includes:
— Executive summary
- IR plan recommendations

- Workshop feedback

— Other recommendations

Having an incident response plan and trained incident response team can

reduce incident costs by 11%!

' IBM (June 2016) 2016 Cost of a Data Breach Study, Ponemon Institute Retrieved from https://securityintelligence.com/media,/2016-cost-data-breach-study/

For more information on AIG's Internet Facing Systems or other cyber risk consulting services, contact us at cyberriskconsulting@aig.com.

American International Group, Inc. (AIG) is a leading global insurance organization. Founded in 1919, today AIG member companies provide a wide range of property casualty insurance, life insurance, retirement products, and
other financial services to customers in more than 80 countries and jurisdictions. These diverse offerings include products and services that help businesses and individuals protect their assets, manage risks and provide for retirement
security. AIG common stock is listed on the New York Stock Exchange and the Tokyo Stock Exchange.

Additional information about AIG can be found at www.aig.com and www.aig.com/strategyupdate | YouTube: www.youtube.com/aig | Twitter: @AIGinsurance | LinkedIn: http:/ /www.linkedin.com/company/aig.
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